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A Survey of Privacy Protection in Control Systems
WANG Ji-Min**> ZHANG Ji-Feng** CHEN Jia-Long'

Abstract Privacy protection in control systems is an emerging research direction, arising with the development of
digitalization, informatization, and intelligence. It has a wide range of practical needs and application value, repres-
enting an important development in modern control theory in the new era. In view of this, this review systematic-
ally surveys this direction from four aspects: Research background and significance, current research status both do-
mestically and internationally, future research directions, and summary and outlook. Privacy issues in control sys-
tems are everywhere, privacy protection is critical to control systems. This direction is challenging due to its inter-
disciplinary nature, uncertainties, real-time requirements, and practical applications. In the current research status
both domestically and internationally part, we provide a detailed introduction of the system structure-based meth-
od, the deterministic transformation-based method, and the stochastic obfuscation or perturbation-based method. In
addition, we focus on elaborating the theoretical basis and applications in control systems of commonly used techno-
logies, such as homomorphic encryption, secure multi-party computation, and differential privacy. In face of numer-
ous challenging issues, we summarize key future research directions, especially the integrated design of privacy, con-
trol, and communication, as well as the trade-off between privacy protection and system performance. Finally, we
provide a summary and an outlook for this direction, aiming to offer references for relevant researchers and further
promote the implementation of national security strategies.
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THEH R Mo &M Bevt — Pt REYIME ™ A Fa AL
TR RER B A X R EE, 46t T R SoH
£ Bt 2B AME B LR K. Huang S5 5T T
MLIME A7 BENLE BN 7 A R Goa[R] in) @, % IR
W] R GUIRAS I [F] K ) L AR AR WSS+ 73 IR AE, AT
[F) SR ik 28 e R A [F] 1) 2 7 W sk . X SR W B
BUEERIBIN, RGERITERE 2 BRAK, (RIS Sk U shor:
(R B 27845 AN R e, PRIk, 7E SRR B A o 2R 4
FHAZ AR I 75 2258 8 DY A SR 1) R 7008 B 5] A\
a1 A A RSN, BE7 A 2 R ERAL R4 )
F£; R R G RE T R AR, Zhang 5! $i R
i pA e A A2 DA SR A A S A I B AL TR . %
57FaA. (Differential privacy) &4 il R FibafA R
W — BB T, T /A R
ST FEIIR.
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MG RHE. Z R E R S H L ERA
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JyEE 25 22 A B FATR 58 X, B e gh U
#E B (Hamming distance) [ 3. IR 2548 1) &
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0.139
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0.116
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H Al L, 1 1 R (100, 200, 300, 0) 5
(100, 200, 300, 600) i & b TH & LA G R, Al
FEOR R A E | Wi 1E 2 K6 ] 9 e EE i B A
FE.
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10, IIIREN Vi ~ Lap(X22), 5 YA [F] i i 3% 3.
HHEE 3 43, e B/, PRI R e (R, 2K
o AN S 8 R 2R 53 R T A S 0 DR N
AIHUE G

ZORRABA W B AR 1) 58 Rt

%3
Table 3

BOARATIEL e 29 0.1, 0.3 1 10 I FrI 4 V4
Two outputs when € is 0.1, 0.3, and 10

P(150 < M; < 250)  P(250 < M; < 350)

i=1 0.0487 0.0453
e=0.1

i=2 0.0453 0.0487

i=1 0.139 0.116
e=20.3

=2 0.116 0.139

i=1 0.993 0.007
e =10

=2 0.007 0.993
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Table 4 Differential privacy method
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